
The success of a security risk analysis lies in the practices ability to confirm the security of patient 
information and take necessary actions to identify and correct any deficiencies. Performing the steps 
outlined in this worksheet will assist you in identifying potential risks and confirming secure measures to 
protect patient information. Included in this document is a procedure list, risk assessment questionnaire 
and audit checklist.

Please note that this guide may not include all necessary steps to perform a complete security risk analysis 
or meet the identified Meaningful Use measure. It also does not guarantee compliance with any federal, 
state or local laws. It is simply provided as an informational tool to raise awareness of potential threats to 
your Electronic Protected Health Information (EPHI) and to help steer your organization to implement better 
security measures.

General Requirements 
Health Insurance Portability and Accountability Act (HIPAA) dictates the following from each covered entity:

1. Ensure the confidentiality, integrity and availability of all EPHI the covered entity creates, receives, 
maintains or transmits.

2. Protect against any reasonably anticipated threats or hazards to the security or integrity of such 
information.

3. Protect against any reasonably anticipated uses or disclosures of such information that are not 
permitted or required under subpart E of CFR 164.306.

4. Ensure compliance with HIPAA Security Standards.

Steps for Risk Management Assessment
1. Review all Risk Analysis and Management Assessment Questions. (Sample answers may be 

provided. You may use the default answers if applicable, or replace them with your own.)
2. Implement and review your Employee Sanction Policy.  Two samples can be found at: 

http://abouthipaa.com/hipaa-and-it-security/hipaa-security-reminder-sanction-policy/ 
http://www2.pcc.com/practmgmt/sample/HIPAAsanction.pdf

3. Review all audit questions and go over any areas of concern.  Adjust answers as needed. DO NOT 
COPY SAMPLE ANSWERS. THEY ARE ONLY EXAMPLES.

4. Schedule and perform regular audit reviews.  (A sample audit log is included.)
5. Schedule and perform regular risk analysis to ensure continued compliance and best practice 

measures are being met.



What Electronic Protected Health Information (EPHI) exists for this organization?  Where does 
it reside? 
List ALL places electronic patient data is stored. 
Sample Answers: 
Our practice management and EHR data reside on servers at FoxFire Systems Group in Sioux 
Falls, SD. 
Our OCT maintains patient data and scan results.   
Our Fundus photos are stored along with patient names on the computer in exam room. 
EDS Data is on <computer>. 

Is there any new EPHI since the last audit?  Have considerations been made for that new 
EPHI? 
Sample Answers: 
No, this is our first audit. 
We have purchased a GDX machine and it stores patient results. Patients are not permitted in 
the test room unless accompanied by a staff member. 

Who has access to the EHR system and the EPHI contained? 
Sample Answer: All staff have access to the EHR system. 

Do all employees have the same access to data? 
Make sure to list how user levels are established or how rights are set if access is based on job 
function.  
Sample Answer: No. Access to patient data is restricted by job function. (E.g., front desk staff 
does not have access to the charts, only scheduling and payment information.)  

Does your practice have EPHI on mobile computing or storage platforms?  How is this 
information protected? 
Sample Answer: We do not permit any EPHI to be stored on a mobile phone or laptop. We do 
have nightly backups that are taken off site and secured. 

How will I know if EPHI has been disclosed or potentially compromised? 
Sample Answer: A regular review of audit data will be performed. Discrepancies or strange 
access will be further investigated. 

How will storage equipment or computers containing EPHI be disposed to protect data? 
Sample Answer: Hard drives and storage devices will be removed and brought to a data 
destruction facility to ensure no patient data will be compromised.

Risk Analysis and Management Assessment Questionnaire
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Is there a backup strategy in place? 
Sample Answers: 
FoxFire Systems Group <EHR Provider> performs multiple nightly backups. 
FoxFire Systems Group <EHR Provider> maintains multiple backups of our EHR data. 
We maintain weekly backups of our patients’ testing photographs.

How are backups secured? 
Sample Answers: 
FoxFire Systems Group <EHR Provider> maintains backups of my hosted EHR data. 
Our Visual Field machine stores its backups on the doctor’s computer in a locked office. 

Is EPHI being exchanged with patients or other entities electronically? 
Sample Answers: 
We are not implementing patient portal or messaging. Patient charts are being exchanged via 
paper with other providers.   
Prescription data is exchanged with pharmacies via secured HTTP connections. 

Who in the office will be generating EPHI? 
Sample Answers: 
Doctors and other care providers generate EPHI. 
Technicians generate test data on our instruments. 

Is there a process to ensure that EPHI is not modified or deleted? 
Sample Answer: The audit log will show all changes / deletion of data in our EHR system. This 
will be periodically reviewed to ensure unauthorized changes are not being made to EPHI. 

How will EPHI availability be ensured by my organization?  Will this data be available as 
needed for authorized after hours or emergency purposes? 
Sample Answer: Backups are made of our EHR and practice management data. In the event 
of server failure, we will work with FoxFire Systems Group <EHR Provider> to restore data and 
access in a reasonable time frame. Our EHR data is available off hours for emergency access. 

Do we train employees on the use of EPHI?  Do employees understand the importance of 
protecting EPHI? 
Sample Answer: We train all employees in the use of the EHR system pertaining to their 
job function. Annually, all employees must sign documents stating they understand the 
importance of protecting customer EPHI. 

As employees come into or leave our organization, do we have processes to ensure that 
access controls are updated accordingly? 
Sample Answer: Upon termination of employment, all credentials are suspended for that 
employee.  We change the door code and ensure all access methods have been terminated.  
Upon hiring a new employee, we train them in the appropriate use of our systems containing 
EPHI, and then authorize them to access those systems on their own.
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Do we have an incident response policy in the event of a security incident involving EPHI? 
Sample Answer: In the event of an incident, we will terminate access to logins and/or systems 
to identify the scope of the incident. Audit logs will be reviewed and outside consultations 
performed as needed to identify the scope/breadth of the incident. In compliance with HIPAA 
standards, we will notify all patients whose records may have been breached within 30 days.  
We will update policies and security measures appropriately. 

Do staff know who to contact in the event they feel there may have been an incident? 
Sample Answer: (Staff Name) is the contact; staff are trained to bring all concerns to their 
attention. 

Does my practice have a contingency plan in case of extended loss of access to EHR due 
to natural disaster, internet outage, server downtime, extended power loss, or similar 
emergency? 
Sample Answer: In the event of an emergency, we will work to restore access via off site/
alternative access or restoration from backup data. We have paper forms for emergencies to 
ensure continued patient care.  

What processes exist for transferring EPHI with other entities? 
Sample Answer: Electronic prescriptions are exchanged with pharmacies via secured internet 
channels. Data is transferred between our site and FoxFire Systems Group <EHR Provider> 
through encrypted VPN tunnels. No other data is electronically exchanged. 

Do we have physical protection in place for our office and devices containing EPHI? 
Sample Answer: Our building is secured by dead bolted doors and monitored security alarm 
system. Our security system can alert a staff member within minutes of a physical breach after 
hours. During business hours, patients are not permitted access to systems containing EPHI. 

Are workstations secured from unauthorized access to EPHI? 
Sample Answer: Workstations are password protected and our EHR also requires passwords 
for access. Our systems incorporate auto-log-off features to ensure an employee does not 
inadvertently leave a workstation exposed. 

Are mobile / external devices secured to prevent loss of EPHI? 
Sample Answer: Laptops, tablets and home devices do not contain any EPHI directly, only 
remotely connecting to servers that do.  In the event of theft / loss there will be no EPHI data 
compromised. 

Are staff members trained and performing basic computer security principles? 
Sample Answer: Staff are trained to not disclose or share passwords and to lock the screen 
when away from the workstation.
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Is my EHR secured using best-practice security? 
Sample Answers: 
(Hosted) FoxFire Systems Group <EHR Provider> maintains a full time IT Professional and 
support staff to ensure appropriate security measures. 
(Self-Hosted) Our EHR data is secured on our server with access by staff only. Our server  
resides in a locked room. Access is granted to staff by business need. 

Is there other software on my computers that are not required for business use that may put 
EPHI at risk? 
Sample Answers: FoxFire Systems Group <EHR Provider> servers do not allow for any software 
to be installed on them by end-users.
For clients running locally: Company policy does not allow for screen-savers, tool bars, coupon 
printers or other questionable software to be installed on workstations. 

Are systems containing EPHI receiving security updates such as Windows updates, virus 
pattern updates, etc.? 
Sample Answer: Our practice management and EHR systems receive regular updates from 
FoxFire Systems Group <EHR Provider>. FoxFire Systems Group <EHR Provider> servers are 
routinely updated and receive multiple virus pattern updates daily. (State how you update your 
workstations) 

Does my organization use wireless or other mobile networks?  If so, what security 
precautions are taken to mitigate these potential risks? 
Sample Answer: (if yes) Our facility utilizes a wireless access point. It is secured with WPA2, 
the current best standard for wireless encryption available to us. It has a secure password and 
only approved devices are allowed to utilize wireless access. 

Is my facility located in an area prone to any natural disasters?  Have considerations been 
made for how this may affect my EPHI? 
Sample Answer: Our facility does reside within a flood plain. All systems containing EPHI are 
located above the flood line and we do have plans in place for handling a flood. 

Who in the organization will be in charge of performing audits? 
Sample Answer: (Staff Name) is in charge of running monthly reviews of the audit logs of our 
EHR.  They will also be performing this audit quarterly to ensure no new threats to EPHI have 
arisen.
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Audit Log 

Date of Audit Name of Auditor Any Findings/Concerns Actions to Take 
    

    

    

    

    

    

    

    

    

    

 


